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ABSTRACT

To develop experts capable of responding to cyber security incidents, numerous institutions have established cyber training
facilities to cultivate security professionals equipped with effective defense strategies. However, these challenges such as
limited resources, scenario-based content development, and cost constraints. To address these issues, this paper proposes a
virtual infrastructure variation generation framework. It provides customized, diverse IT infrastructure environments for each
organization, allowing cyber defense trainers to accumulate a wide range of experiences. By leveraging Infrastructure-as-Code
(IaC) containers and employing Word2Vec, a natural language processing model, mutable code elements are extracted and
trained, enabling the generation of new code and presenting novel container environments.
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Fig. 1. An overview of virtualized infrastructure mutagenesis framework in cyber range
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